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Gauntlet to Checkpoint VPN

Checkpoint Configuration

This test consisted of two networks one with a Gauntlet 6.0 Firewall on Solaris 8, and one with a Checkpoint
4.1(sp5) Firewall on Solaris 2.6. A crossover cable was set-up between the two firewalls, to represent the
Internet connection.

1) The first step will be to configure the networks. You will need to know what internal IP addresses are going
to be used for both sides. From the Gauntlet side we chose the 192.168.1.0/24 network. The internal
network for the Checkpoint side is 192.168.250.0/24.

Test Network Diagram

Gauntlet to FW1 VPN
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T hme1:24.1.1.1/24
CLIENT 192.168.250.5

Internet

hme1:24.1.1.2/24
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hme0 :192.168.1.1/24

FTP Server 192.168.1.2
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2) To configure the networks in Checkpoint: Choose network under network objects, and create networks for
each side. Note the below illustrated networks for NET-192.168.1.0 & NET-192.168.1.0.

Network Objects x|

— Existing Objects:

Show: I-"-"-ll j

] 2thos
@' Checkpaint-Group
@' Gaunt-Group

eolhet-192.165.1.0

MET-192.163.250.0

m porthos

Bemowve | Edit... |

Cloze | Help |

3) Create Groups from the network objects and insert each network into its respective group.

Group Properties x|

[NE = (Check point-Graw

Comment; Il:he-:kpl:uint Metwork

Colar: I - vl

Hat in Group: I Group:
@' Faunt-Group E Athos
R Met-192.168.1.0 MET-192.168.250.0
m potthos Add > |
< BRemove |

| k. I Canicel Help

You should have a group for each network. The above illustrates a Checkpoint group and a Gauntlet Group.
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4) Create a rule base to mimic the following.
31 192.168.250.1 - Check Point Policy Editor o ] o

File Edit Y“ew Manage Policy Window Help

EERI IRE BSJE CE EEFSTe sl EET N

25 Security Folicy - Standard |ﬁ| Address Translation - Standard |
m Source | Destination | Service | Action ‘ Track Install On Time ‘ Comment
Allove any Encrypted traffic
@ Checkpoint-Grougp @ Gaunt-Group @ Ay ’ﬁ" Encrypt Lang |-m-| Gateyvays @ Ay G = e ape Craup
[~ to the Gaurtlet Group
= rp— Allowe any Encrypted traffic
@ Gaurt-Group @ Checkpoirt-Graugp @ Ay Fﬂ Encrypt Lang |-m-| Gateyvays @ Ay from the Gauntlett Grougp
to the Checkpoint Groug
Allawe AMY Local Traffic
n NET-192.163.250.0 |8 Any 8) sy Lang }N-l Gateways B Any
Crop all ather Traffic
n @ Ay @ Ay @ Ay O drog Lang |-m-| Gateyvays @ Ay p
For Help, press F1 [192.168.250.1 [Readfwrite HLI 4

5) Configure the encryption scheme to use within the Firewall object. Choose the domain that will be allowed
to use this service. For this test we chose IKE

Workstation Properties |

Generall Interfacesl SNMF'I MaT I Certificates  ¥FN |.~'1'«uthe 1 I >I

— Dlomain: — Encryption zchemes defined: ——
" Disabled ™ C=1 Manual IPSEC

" Walid Addresses(of Interfaces) ~ [

[ [ie] SKIP
I@’ Checkpoint-Group j

[~ Eszportable for SecuRemote Edit... |

 Traffic Cantral Logging

¥ | Turm on Tiraffic Control Logging

0k I Cancel Help
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6) Choose Triple DES with Pre-Shared secrets. Don 't forget to add your shared secret.

IKE Properties x|

eneral |

— Support key exchange encryption with; Support data integrity with; —

r DES v D5
r CAST
F =k v SHal
— Support authentication methods;
IV Fre-Shared Secret Edit Secrets...
[~ Public ey Signatures Canfigure...

™ WER- & Eire'wiall-) authentication fon SecuFemate (Hybrhid tMode]

[T Supports Aggresive Mode ¥ Support keys exchange for Subnets

k. I Cancel | Help

7) Edit the Encryption properties on the Action item of the ruleset. Right click on the Encrypt object, and edit
properties.

Encryption Properties 5[

eneral I

— Enciyption schemes defined: —

& [iz]

£ B2 manual IPSEC

oy SHIP

Edit... |

k. I Cancel Help

Choose Edit
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7) Continued.....

IKE Properties

eneral I

Tranzform;

&% Encryption + Data Integrity [ESPE

" Data Integrity Dnly [&H]

Encryption Algorithm: I 3DES

D ata Integrity I MDE

Allowed Peer G ateway: I @ Ay

[T Use Perfect Fonward Secrecy

Ll L e

o |

Cancel |

Help

8) Make sure you have the correct routes set up on the Checkpoint firewall.

Choose the Algorithm & Integrity.

_ (ol x|
File Edit Setup Conktrol Window  Help
athosffinetstat —rn ;I
[Routing Table:
Destination Gateuway Flag=z Ref Use Interface
192 _168.258.4 192 _168.2568.1 u 3 1153 hneB
?4.1.1.8 24.1.1.1 u 2 ? hmel
224._8.0.8 192 _168.2568.1 u 3 @ hmef
default 24.1.1.2 uG a 53
127.8.8.1 127.8.8.1 UH a 1178 1loA
athosH
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Gauntlet Configuration

The Gauntlet Configuration consists of the following.
Create a VPN network

Gauntlet 6.0

thos YPN Networks

| Rules
== Rules
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| Environment
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. Maintenance
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s ¥PN Global Settings

T e
| — —

1) Add the Gateway address and the internal network of the Checkpoint firewall. Set the Pre-shared secret to
be the same as on the Checkpoint set-up.

Gauntlet 6.0

%¥PN MNetwork Confiquration
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2) Choose Modify for the IKE policy and chose Triple DES, MD5 and SHA-1

Gauntlet 6.0

VPN IKE Proposal

=] |Jzer Restrictions %

| Rule Elements -

| Services Export Compatible IKE Propozal
| Enviranment

| Reports

| M aintenance

Py F__
-3 PN Secuity Palicies - -
@8 VPN Elements MD5 TripleDES 1024-bit

i irtual | dentity Pools TripleDES 1024-hit

- 4% Link Status
<% VPN Global Settings

3) For the IPSEC policy we chose to use Triple DES. Choose NONE for PFS.

Gauntlet 6.0

=
thas ¥PN IPSEC Proposal
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= Rules

=] User Restrictions
| Fulz Elements -
Export Compatible IPsec Proposal
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| Ervironment
| Reports

| M aintenance
| PN

@ WPM Security Policies
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! Mone TripleDES HMALC MD5
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4) Create a proxy rule for the VPN.

5) Save and Apply your configuration
6) Go to the Link Status under VPN Elements. You should see something similar to the following.

Gauntlet 6.0

H porthoz

W =] |lzer Restrictions
{80 Rule Elements
Servicer
- Ervirorment
[ Reports
& I aintenance
-0 VPN
B8 VPN Security Pol
E-@8 VPN Elements
Wirkual | dertit
WM Clients

Gauntlet 6.0

[II Fule Elements
(4 Services

(8 Environment
B Reparts

4 Maintenance

WPN Global Sethi

Modify Proxy rule

¥PN Link Status

00000000 24.1.1.1:255..
0.0.0.0:0.0.0.0 192.168.250...
2411.2:255... 241.1.1:255..
24.1.1.2:255... 192.168.250...
192168100 192168, 250...

__Status | Enors | Elapsed |
Idle 0 0
Active

Idle

Idle

Active
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7) If you do not see anything Active, and all the numbers are 0’s then choose VPN Global Settings and Reset
VPN Links.

Gauntlet 6.0

H parthas Y¥PN Settings
_E Rulez

Rule Elements

Services

Enviranment

Reports

M aintenance

WEN

WPM Security Pol
PN Elements

Vittual Identi Standard ]

WPM Clients

e vr—

N —

8) Ifyou are still having problems, check your configurations for typos. Check the routes on both firewalls,
and look at the checkpoint logs for errors. From the Gauntlet you can also run the ipe command to get VPN
status information. Type ipe? for help.

This document was created for informational purposes only. It was created Novemberl14, 2002, by Dave Taylor.
If you have any comments or suggestions please e-mail dave@unix4fun.com




