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Gauntlet to Checkpoint VPN 

 

Checkpoint Configuration 
 
This test consisted of two networks one with a Gauntlet 6.0 Firewall on Solaris 8, and one with a Checkpoint 
4.1(sp5) Firewall on Solaris 2.6. A crossover cable was set-up between the two firewalls, to represent the 
Internet connection. 
 
1) The first step will be to configure the networks. You will need to know what internal IP addresses are going 

to be used for both sides. From the Gauntlet side we chose the 192.168.1.0/24 network. The internal 
network for the Checkpoint side is 192.168.250.0/24.  

 
Test Network Diagram 
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2)  To configure the networks in Checkpoint: Choose network under network objects, and create networks for 

each side. Note the below illustrated networks for NET-192.168.1.0 & NET-192.168.1.0. 
 

 
 
 

3) Create Groups from the network objects and insert each network into its respective group. 
 

 
You should have a group for each network. The above illustrates a Checkpoint group and a Gauntlet Group. 
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4) Create a rule base to mimic the following. 

 
 
 
 
5) Configure the encryption scheme to use within the Firewall object. Choose the domain that will be allowed 

to use this service. For this test we chose IKE 
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6) Choose Triple DES with Pre-Shared secrets. Don’t forget to add your shared secret. 

 
 
 
 
7) Edit the Encryption properties on the Action item of the ruleset. Right click on the Encrypt object, and edit 

properties. 
 
 

 
Choose Edit 
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7) Continued….. 
 

 
Choose the Algorithm & Integrity.  

 
 
 
 
 
 

8) Make sure you have the correct routes set up on the Checkpoint firewall. 
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Gauntlet Configuration 
 
The Gauntlet Configuration consists of the following. 
 Create a VPN network  
 

 
 
1) Add the Gateway address and the internal network of the Checkpoint firewall. Set the Pre-shared secret to 

be the same as on the Checkpoint set-up. 
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2) Choose Modify for the IKE policy and chose Triple DES, MD5 and SHA-1 

 
 

3) For the IPSEC policy we chose to use Triple DES. Choose NONE for PFS. 
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4) Create a proxy rule for the VPN. 

 
 

5) Save and Apply your configuration 
6) Go to the Link Status under VPN Elements. You should see something similar to the following. 
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7) If you do not see anything Active, and all the numbers are 0’s then choose VPN Global Settings and Reset 
VPN Links. 

 
 
 

8) If you are still having problems, check your configurations for typos. Check the routes on both firewalls, 
and look at the checkpoint logs for errors. From the Gauntlet you can also run the ipe command to get VPN 
status information. Type ipe?  for help. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

This document was created for informational purposes only. It was created November14, 2002, by Dave Taylor. 
If you have any comments or suggestions please e-mail dave@unix4fun.com 

 
 
 


